Symantec Endpoint Protection v12.1 Screencaptures

System: Xevo TQ-S , Windows 7, software test lab, Waters Wilmslow, 1st August 2016

; Virus and Spyware Protection definitions are out of date,
m 4
Gt Tor Tewate v Virus and Spyware Protection defnitions are out of data. E N
Change Settings
View Quarantine |
View Logs ‘ The folowng Symantec sequty camponents are nstaled on your computer:

LiveUpdate... Q Virus and Spyware Protection

Pratects aganst vwruses, malware, and spyware
Defiitons: Wednesday, July 20, 2016 r22

Proactive Threat Protection

Pravides zero-day protection aganst unknown threats
Defiritons: Wednesday, July 13, 2016 1

Network Threat Protection
Protects aganst Web and netwark threats
Defritons: Wednesday, July 20, 2016 r11
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Status | You can change the folowng settngs:

Virus and Spyware Protection
Protects aganst viruses, malware, and spyware

Proactive Threat Protection
Provides zero-day protection against unknown threats

Network Threat Protection
Pratects aganst Web and netwark threats

Exceptions
Excepbons provide the capabity to exdude fles, folders, and
processes from beng scanned

Client Management
Provides functionalty to manage ths chent

Manthly Scheduled Scan
Weekly Scheduled Scan

July 01, 2016 1037 AM
July 23, 2016 1:01 PM




1. Virus and Spyware Protection settings

—

Outlook Auto-Protect | Notes Auto-Protect | Early Launch Anti-Malware

Global Settings | Auto-Protect | Download Insight | Internet Email Auto-Protect

Scan Options
These configurations are shared between manual scans and Auto-Protect.

@ [7]Enable Insight for: \ Symantec Trusted v|
What is Insight?

& [/]Enable Bloodhound ™ heuristic virus detection | Automatic v|
What is BloodHound? .

Exceptions: [ View List ]

Log Retention
Select the time period to retain virus and spyware protection logs.

& Delete logs older than: | 14 :f,w' idays -

Internet Browser Protection

Specify the address to use as the home page when a security risk changes
vour home page.

& ‘ http: //portal.waters.com




Click View List: no exceptions defined

"Virus and Spyware Protecti omungw-’

N

Outlook Auto-Protect |

Notes Auto-Protect |

Early Launch AntiMalware '

' Global Settings| Auto-Protect | Download Insight | Internet Email Auto-Protect
# [J]|Enable File System Auto-Protect [ Actions J
File Types — ' i
A @ All types [ Notifications: ]
Selected: i Extensions. .. ‘ [ Advanced ]
O] Determine file types by examining file
contents
Options i
f [V} 5can for security risks
Scan files on remote computers

[/]Only when files are executed




click Notifications:

o - R = :
Scan Notification Options @lﬂ@

Detection options

& [/ Display a notification message when a risk is detected:

8 |Scan type: [LoggedBy] Scan -

Event: [Event]

Security risk detected: [SecurityRiskMName]

File: [PathAndFileName]

Location: [Location]

u [ | Display the Auto-Protect results dialog

Remediation options
# [/] Terminate processes automatically

& [V]stop services automatically

ok J[ concel |[ Hep |

Click Actions:
= T ==
Sen Acions e -

Speafy first and second actions for detections of this type of risk.
What are the different types of risks?

. Dialer & First action; lDelet:e risk v ]

- Joke Program & If first action Fails: lQuaranﬁne risk - I
- Misleading Application

- Parental Control
--Remote Access

“ - Security Assessment Tool
- Security Risk

- Spyware

- Trackware




click Advanced:

= - x F -

r R ——— = e
Auto-Protect Advanced Options m

Changes requiring Auto-Protect reload
& Wait until the computer is restarted
(@) Stop and reload Auto-Protect
Scan files when
@) Scan when a file is accessed or modified
() Scan when a file is modified
[¥] Scan when a file is backed up
Do not scan files when trusted processes access the files

QOther options
Always delete newly created infected files
Always delete newly created security risks

File cache Risk Tracer
Enable the file cache Enable Risk Tracer
Rescan the cache when new definitions load Resolve the source computer IP address
Poll for network sessions every:
Automatic enablement

& When Auto-Protect is disabled, enable after:

‘ 5| | minutes

Backup options
# [V]Back up files before attempting to repair them

Additional advanced options
| Foppies | [ Metwork |




Virus and Spyware

-

_Outlook Auto-Protect |  Notes Auto-Protect |  Early Launch Anti-Malware

Global Settings | Auto-Protect

Download Insight | Internet Email Auto-Protect

Enable Download Insight to detect potential A
risks based on file reputation [ Actions ]
What is File Reputation? [ Notifications |
Spedify download sensitivity level
Select level:
9 (Maximum) Level 5 (Typical)
3
7 Allaws only Files that have 5 good or
1 6 (High) unknotwn reputation. Some files are
L=~ 5(Typical) considered malicious, and some files are
4 considered unproven. The number of
3 false positive detections is low.
2
1 {(Minimum)

Also detect files as malicious based on their use in the Symantec Community

[ Files with: [ 5

- ] or fewer users

[ Files known by users for:

Intranet Settings

[ 2 I or fewer days

“ [V] automatically trust any file downloaded from an intranet website




click Actions:

Download Insight Actions du

Spedify file handling actions for the following types of files.

Malicious files g
Spedify actions for malicious files:
& First action: }Quaranbne risk v [
& If first action falls: |Leave alone {log only) v '
Unproven files l__®
' Spedfy action for unproven files:

& l Prompt v [

ok J[ concel [[ heo |
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I

Outiook Auto-Protect |  Notes Auto-Protect | Early Launch Anti-Malware
Global Settings | Auto-Protect | Download Insight| Internet Email Auto-Protect

# [V]Enable Internet Email Auto-Protect

File Types !
8 © Al types
| Selected: Extensions... l I
I Email Messages |
& [V]Insert a warning into the email message; [Wl
u B [ | send email to the sender: [ Sender... [
8 [ Send email to others: W’

E“




click Actions;

- T =N
s;:g;sm 3 Specify first and second actions for detections of this type of risk.
What are the different types of risks?
Adware

.. Dialer & First action; |Clean risk v ]

- Hack Tool

- Joke Program & I first action Fails: :Delete risk v |

- Misleading Application

- Parental Control

--Remote Access

- Security Assessment Tool

- Security Risk

- Spyware

- Trackware

Lok | [ cancel | [ Hep |

e — = — ———

click Notifications

‘Scan Notification Options JESMEE)
e AL K

Detection options

i [/] Display the following message when a security risk is detected:

& [Scan type: [LoggedBy] Scan »

‘ Event: [Event]
Security risk detected: [SecurityRiskName]
File: [PathAndFileName]

m

Location; [Location]
Computer: [Computer]

User: [User]

Action taken: [ActionTaken]




click Advanced:

= —
\lntemet Email Advanced Options

Compressed files options
' [V|5can files inside compressed files

Nurmber of levelsta expand if there are compressed files within I g B
compressed files: =

Connection settings
& Incoming mail server (POP3): Luo J [ Use Defauits ]
Outaoing mafl server (SMTP); [ 25 [
| & [V]Allow encrypted POP3 connections |

& [7] Allow encrypted SMTP connections
Note: Messages sent over encrypted connections cannot be scanned.

Mass Mailing Worm Heuristics
# V] outbound worm heuristics
First action: & [Quaranb’ne threat v I
‘ If first action fails: & [Delehe threat v J
)
| Progress notifications

# | | Display a progress indicator when email is being sent
# [ |Display a notification area icon

[ ok J[ cancel |[ Hep |




Virus and Spyware P;&;hmm

=)

|

|_Global Settings | Auto-Protect | Download Insight | Internet Email Auto-Protect
. Outlook Auto-Protect |  Notes Auto-Protect | Early Launch Anti-Malware.
& [7]Enable Microsoft Outiook Auto-Protect [ actons |
LA [ Motficatons |
& G Al types |  Advanced |
Selected: Extensions. ., |
I Email Messages
i [V]Insert a warning into the email message; [ Warning, .. ]
s [ "] send email to the sender: [ Sender... ]
8 ™ send email to others: | Others.., ’

|

[




click Actions:

Malware

- Joke Program

- Misleading Application

- Parental Control
--Remote Access

- Security Assessment Tool
- Security Risk

- Spyware

- Trackware

= A &S

Speafy first and second actions for detections of this type of risk.
What are the different types of risks?

& First action; 'Delete risk v 1

& If first action Fails: ]Quarantine risk v |

Click Notifications:

: Scan Notification Optton_ e=e s

Detection options

i [/| Display the following message when a security risk is detected:

Scan type; [LoggedBy] Scan

Event: [Event]

File: [PathAndFileName]
Location; [Location]
Computer: [Computer]
User: [User]

Action taken: [ActionTaken]

Security risk detected: [SecurityRiskName]

m

J| cancel || tep |

Ul
e — — g




click on Advanced:

Outlook Protection Advanced Options. =)

Compressed files options
[V]Scan files inside compressed files

number of levels to expand if there are compressed files within ’ 3 :t
| compressed files;

[ ok [ concel |[ hep |

|!|_ — e —
P}Virus and Spyware Pmtechomhng” B @

Global Settings | Auto-Protect | Download Insight | Internet Email Auto-Protect N

' Outlook Auto-Protect |  Notes Auto-Protect |  Early Launch Anti-Malware
@ [J]Enable Lotus Notes Auto-Protect [ Achons
il = i
File Types [ Notifications ]
& © Al types [ Advanced |
Selected: | Extensions... l “
Email Messages 1
& [ T1nsert a warning into the email message:; \ Warning. .. ’
& || send email to the sender: ’ Sandars [
é [ |send email to others: | Others.., ‘




Click on Actions

Scan Actions >

= | oy =

Malware

- Joke Program

- Misleading Application

- Parental Control
--Remote Access

- Security Assessment Tool
- Security Risk

- Spyware

- Trackware

Speafy first and second actions for detections of this type of risk.
What are the different types of risks?

& First action; !Delete risk v ‘

& If first action Fails: [Quarantjne risk il

Click on Notifications;

Scan Notification Opttonrp e=aies

Detection options

& [/| Display the following message when a security risk is detected:

Event: [Event]

\ File: [PathAndFileName]
| Location; [Location]
Computer: [Computer]

User: [User]

& |Scan type; [LoggedBy] Scan

‘ Security risk detected: [SecurityRiskName]

Action taken: [ActionTaken]

LLE

ok || _cancel || hHep |




click on Advanced:

Hlotus Notes Advanced Options =)

Compressed files options
[V]Scan files inside compressed files

MNumber of levels to expand if there are compressed files within | 3 i.;_‘|
compressed files;: = L——

e — —— )

#Virus and Spyware Pmtech— e omngw @

Global Settings | Auto-Protect | Download Insight | Internet Email Auto-Protect| '
Outiook Auto-Protect |  Notes Auto-Protect |  Early Launch Anti-Malware

& []Enable Symantec Early Launch Anti-Malware

N
When Symantec Endpoint Protection detects a potentially malicious driver
Log the detection as unknown so Windaows allows the driver to load

@) Use the default Windows action for the detection l

|

This feature requires Windows 8.

[ ok J[ concel |[ tew |




2. Proactive Threat Protection settings

-
Proactive Threat

l SONAR | Suspicious Behavior Detection | System Change Detection

& [/|Enable SONAR What is SONAR?

Actions for threat detection
Specify actions if SONAR finds a threat:
& High risk detection; i Remove - |
Low risk detection: [Log >
Enable Aggressive Mode
When detection found: # [7]show alert upon detection

& [ |Prompt before terminating a process
@ [ |Prompt before stopping a service

o J[ concel |[ rep |

-
Proactive Threat

l l SONAR I Suspicious Behavior Detection I System Change Detection

Action for threats in applications

Specify actions if SONAR finds a threat in applications:
High risk detection: [Blod( v]
Low risk detection: [lgrrore v-]




Proactive Threat Protection Set

[ SONAR | Suspicious Behavior Detection | System Change Detection

Actions for system changes

Spedify actions when SONAR detects the following system changes:

DNS change detected: [.I.We. v]
Host file change detected: [_Igaore v.]
Exceptions: [ View List ]




3. Network Threat Protection settings

(Network Threat Protection Settings E

Firewall | Intrusion Prevertion | Notfications | Logs |

l ["] Enable Firewall

Builtin Rules

[7] Enable Smart DHCP [7] Enable Smart DNS
[ ] Enable Smart WINS

Traffic Settings
[ 1 Enable NetBIOS protection
I [ ] Allow token ring traffic
| [] Enable anti-MAC spoofing
[ ] Enable network application monitoring
[ Block all traffic until the firewall starts and after the firewall stops
l [V] Allow initial DHCP and NetBIOS traffic
[ ] Enable denial of service detection
[ ] Enable port scan detection

Unmatched IP Traffic Settings
@ Allow P traffic
Allow only application traffic
[ ] Prompt before allowing application traffic

Active Response Settings

Stealth Settings

Caution: There can be compatibility issues when using these stealth settings. Only use
these features after you have confimed compatibility.

[] Enable TCP resequencing [ ] Enable steafth mode Web browsing
[ ] Enable OS fingerprnt masguerading

[] Number of seconds to automatically block an attacker’s IP address: 60 ‘

| ok [ Concel || Heb

T ESS—— = |
F—Network Threat Protection Settings @
k LY SR -

| Firewall| Intrusion Prevention | Notfications | Logs |

'I & [ | Enable Network Intrusion Prevention
& [ | Enable Browser Intrusion Prevention




-0 f we—

Firewal | muson?:evml Notfications | Logs |

I

I [/] Display Intrusion Prevention notifications

[V] Use sound when notifying users

[ Frewal | musmﬁevml Notfications| Logs |

Security Log File
Maximum log file size: 512 KB Clear Log J
Save each log entry for: |—1 4 ] days

Maximum log file size: 512 KB Clear Log J

I System Log File

' Save each log entry for: |—1 4 ] days
Traffic Log File
l Maximum log file size: 512 ] KB Clear Log I
Save each log entry for: 14 days
\
Control Log File
Maximum log file size: 1024 KB Clear Log
Save each log entry for: days
| [] Enable Packet Log
Packet Log File
Maximum log file size: 1024 KB Clear Log

Save each log entry for: 14 days

[ ok ][ Concel |[ Hep |




4. Exceptions

User-defined Exceptions

Exception Item

5. Client Manangement Settings

r

Client Management Settings

General | Tamper Protection | LiveUpdate | Submissions|

Exception Type

Display Options

E Show Symantec security icon in notification area
Proxy Options

| Configure Proxy Options... |

Reboot Options

[ Configure Reboot Options... |
Location Options

Current location: [Defadt

User Information
[ Update User Information. .. J

Application and Device Control
Enable Application and Device Control
[ ok [ cancel ||




Proxy Options:

Proxy Server Settings

I

HTTP or HTTPS
Proxy Configuration
Select the proxy server option to use for all external communication except LiveUpdate.

(") I do not use a proxy server

@ I want to use the proxy server specified by my dient browser{default)

(7) I want to use custom proxy settings

Host proxy: l

Part: (R

[ ] Authentication required

User name: ’ [

Password! | ‘




Reboot Options:

-
Reboot Options
i
Restart Computer
’ () Immediately
© At this time: | Today ~| 6:00:00 M [£]
Randomize start time Randomization Hours: 3 ’f
| Restart Type
i (") Do not restart {not recommended)
[l () No prompt
| ) Prompt with a countdown of: 5 : | minutes
' (@ Prompt and allow snooze up to: Scheduled Time
|
| Restart Message
A security risk remediation or a new content download requires this
| computer to restart.
I
Other Options
Hard restart

Third party applications will not be able to prevent this restart.
Unsaved user data could be lost.

Restart immediately if the user is not loaged in

If the user is not loaged in when the restart request is sent, this
! option forces an immediate restart and overrides other pending
restart actions.




if e

General| Tamper Protection | LiveUpdate | Submissions
& [/|Protect Symantec security software from being tampered with or shut down

Action to kake if an application attempts to tamper with or shut down Symantec security
software:

& (Block and do not log

% PR S —
If E——

| General | Tamper Protection| LiveUpdate | Submissions

Set the schedule for automatic updates via LiveUpdate.
& [7]Enable automatic updates

Frequency and Time
Every v 4 % hours

Retry Window
[Z]Keep trying for (in hours): 2 {f{

Randomization Options
Randomizes the start time for daily or weekly updates only.
[]randomize the start time to be + or - (in hours): 2 Lé’ |

Idle Detection ‘

Delay scheduled LiveUpdates until the system is idle, Overdue sessions will eventually run
unconditionally,

[,. Configure Proxy Options. .. ]

Proxy Options '
L
|




click Configure Proxy Options:

[

FveUpdéte f’mxy Server Settings
o o o

HrTPorH'nPSI FTP

HTTP or HTTPS Proxy Configuration
Select the type of configuration for communications

(") I do not use a proxy server for HTTP or HTTPS
@ I want to use my Windows Internet Options proxy settings (default)

(7) I want to customize my HTTP or HTTPS settings

Host proxy l

HTTF Port: | HTTPS Part:

[ ] Authentication required

Authentication Type
{@) Basic Authentication

User name: I

Password; ‘

NT LAN Manager Authentication

User name: ‘

Password: ‘

Domain name; l




ﬂl.‘TveUpdate Proxy Server Settings

I

HTTP or HTTPS| FTP

FTP Proxy configuration
Select the type of configuration for communications

(") I do not use a proxy server for FTP
@ Iwant to use my Windows Internet Options FTP settings (default)

(7) I want to customize my FTP settings

FTP host proxy: l I

| |




Client Management S,e_tgnss

| General | Tamper Protection | LiveUpdate| Submissions | |

Submissions help Symantec address threats in the fight against digital cybercrime,

Let this computer automatically forward selected anonymous security information to Symantec
Select additional types of information to submit:

File reputation
Antivirus detections l
Antivirus advanced heuristic detections
SONAR detections
SONAR heuristic i

~, If you disable any submission types, you prevent Symantec Endpoint Protection from
providing the best protection for your dient computers.

=

[7] Allow Insight lookups for threat detection (recommended) '

, If you disable this option, you prevent Download Insight from detecting threats on your dient
computers. You also limit the protection that is provided by virus and spyware scans and SONAR.
The rate of false positives might increase.

= [ ]ﬂ




